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BACKGROUND OF THE INVENTION 
L Technical Field 

This invention relates to the field of collecting useful data for billing telecommunications 
service subscribers and, more particularly, to a system and method for administering multiple 
tiers or levels of services to subscribers demanding greater flexibility in bandwidth or bit rate of 
services provided them, particularly digital data services. 

2. Description of the Related Arts 

A problem we examined is the problem of providing multiple tiers or levels of service in 
a new combined telecommunications/cable television environment. The problem is introduced 
in parent U.S. Patent Application Serial No. 08/627,062 entitled: Cable Data Network 
Architecture" of Francis R. Koperda filed April 3, 1996 and a solution described but not claimed 
in that application. Now, subscribers to telephone services or cable services are faced with a 
number of alternative choices of service. They can purchase movies on demand or download 
them for later viewing at their leisure, listen to digital audio programming, play games locally or 
interactively, protect their home via burglar or fire alarms services, purchase products and 
services through home shopping, bank from their homes, attend school from their homes, work 
fi-om their homes, subscribe to energy management with their gas, electric or other utility 
company, video or audio conference with other subscribers to their network or a connecting 
network, access new game or utility software, access web sites on the Internet to download 
information, data or applications software and the like in addition to subscribing to basic 
telephone and cable, basic or pay, services. The digital data service world is virtually unlimited. 



It was previously known in the cable television arts for a subscriber to pick, for example, a 
tier or level of service, that represented that subscriber's interests from one of several categories 
based on their interest leyel, premium service level or the like or cpmbixiations of these factors. 
For example, a cable television service subscriber may subscribe to a sports tier comprising the 
several premiimi sports television channels, a movie tier comprising several of the premium movie 
channels and also receive a basic service level The subscriber also subscribed to adjunct services 
separately such as telecommimications, energy management, digital audio or game services. 
These adjunct services are billed in different manners depending on the service, for example, a 
game service based on play time or billing by the game or a telecommunications call based on 
whether the call is local or long distance. 

The chall«ge we fiiced i$ to represent a service tier or perfomance tier looking at the 
types of services that are presently available or available in the near future in combination over the 
same fecilities such as Internet, telecommunications, video conferencing and the like services. We 
postulated that the service provider determine a maximum amount of bandwidth or bit rate and 
guarantee service delivery at the level of service by measuring various parameters. Some of the 
parameters we considered included access time, delivery duration, program length or size, 
mftyimiiTTi cTTor rate, peak bit rate or bandwidth, connect time, data route delay, jitter, etc. 

For «ample, when subscribing to a digital program delivery service, a subscriber may 
expect or even demand, that a three megabyte digital data program be downloaded to them within 
X seconds for play, transfer to an audio or video recorder or transfer to a personal computer or 
game player. In a video conference with other subscribers, the participating subscribers may 
demand a quality of resolution in the picture signal, color, refresh rate and quality of sound that 
can be best represented in terms of the serving signal's bandwidth. 

In the field of digital data services, the service provider providing services in a cable 
environment may be constrained by the developer of the digital data service and by the subscriber 
to the digital data service. For example, in a digital game delivery service where two players of 
the same game are remotely located and play through a cable network, the service provider may 
be constrained by the developer of the game as to game size and speed of play and the 
requirements, capabilities and capacities of each player's game-playing apparatus. In particular. 



the boundaries that the service provider sets can influence and determine the players' quality of 
interactive play. Of particular importance, again, is the bandwidth of the channel upstream and 
downstream to each player, the bit error rate or data lost in transmission and the round-trip delay 
between players among other constraints. The service provider may not be able to improve the 
efficiency of the use of a delivered or accessed game program because 1) the features and size of 
the program are determined by the game program provider and 2) if the program is downloaded, 
the quality of play may be limited by the subscriber owned equipment that the subscriber plays or 
uses the program on. 

Yet, the game player subscribers can criticize the cable network owner for 1) delivering 
the program to them with errors 2) delivering the program after an expected delivery time or with 
unes^ected delay and.3) delivering the program over too long a (duration (probably not enough 
bandwidth). 

We generalized beyond specific services such as game services. Services today are 
becoming more and more digital in nature. Many diflferent protocols are employed for providing 
such digital data services. Many, if not all, are peak bandwidth and delay or jitter dependent. 
These digital services can be characterized as ABR (available bit rate), CBR (continuous bit rate), 
UBR (uncommitted bit rate) and VBR (variable bit rate), among others. A constant bit rate 
transport is described in parent U.S. Patent Application Serial No. 08/738,668 entitled "Constant 
Bit Rate Transport in a Contention Based MecUum Access ControF of Koperda et aL These 
various digital service delivery means suggest ctifferent parametric data requirements vAdch 
typically proved to involve at least peak bandwidth and delay or jitter, as will be fiirther defined 
herein. 

If interactivity is required for providing a digital or analog service, connect time can tie up 
a network. Telecommunications carriers are now complaining that connect time to the Internet is 
tying up their networks. Subscribers are not able to connect to homes of Internet users who use 
their one line for Internet service and, yet, are unwilling to subscribe to call waiting, telephone 
answering or voice mafl services. Meanwhile, local **ee" calk tie up central office faciliti 
including valuable trunk facilities between telephone central offices. These trunks were 
provisioned before the days of the Internet when the average telephone caU lasted weU under 
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three minutes. (The average Internet call may involve a connect time of houn, not minutes). 
Thus, there remains a need in the art to provide a shared telecommunications channel between the 
subscriber and the location of the service provider that can penodically provide the peak 
bandwidth, when the subscriber requests, of dedicated or shared with others use. 

Now, if we define digital data services in such terms as bandwidth, bit rate, error rate, 
connect time, deiiveiy time, delay, jitter and the like, there exists in the first instance little or no 
known apparatus in existing networks to 1) detect the parameters comprising such a level of 
service, 2) relate any detected parameter levels to particular subscribers and their subscribed to 
level of service, 3) police or regulate the network to assure that the subscribed to level of service 
is met 4) provide for provisioning of fixture equipment to meet demand for digital data service or 
S) permit flexible billing based on tier or level of service that is peak bandwidth related. 

To some extent it is known to bill at different rates depending, for example, on data 
transfer rate. In the past, telecommunications service providers provided basic telephone service 
over a dedicated copper wire pair, conditioned with load coils, to guarantee dedicated bandwidth 
of approximately three kilohertz. To provide services beyond basic service, the 
teleconmnmications service providers have billed for private line, specially conditioned, data 
services (load coils are removed firom the copper pair and amplifiers and equalizers added to 
support greater bandwidth and guarantee maximum noise levels). However, these specially 
conditioned lines were not shared or regulated for other lower or higher bit rate or bandwidth 
demanding services for provision to the same or other subscribers. The copper pair was dedicated 
to the subscriber, at least between their home and a serving telephone central oflSce, 

U. S. Patent No's 5,533,108 (see Figure 6A) describes billing for diflFerent services at 
diflTerent prices based on data rate. Other patents of interest include U. S. Patent No.*s 5,404,505 
(rate based on database size); 5,166,930; 5,050,213; 4,823,386; 4,804,248; 4,577,224; 4,536,791; 
4,475,123; 4,491,983 and 4,361,851. 

For the purposes of the presmt application then, level of service shall be defined as 
representing a digital data or analog service having at least a specified peak bandwidth or bit rate 
and a specified data route delay or jitter and optionally a bit error rate provided over a channel 
between the subscriber and the service provider that is shared by at least two subscribers. 
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Variables that may be used to guarantee the subscribed-to level of service is met are delay, jitter, 
access time, response time, connect time, delivery rate, error rate, lost data, database or program 
size and the like. In addition^ traditional level of service variables may be regarded as well such as 
parental guidance rating for particular program data which may be specific to an identified 
subscriber household member. 

In order to provide such a concept of level of service, it is required in the art to provide a 
system and method of detecting service parameten, identifying the detected parameters to a 
particular subscriber and policing those parameters throughout the network to assure a level of 
service as defined above is being met 
STTMM ARY OF THE INVENTION 

An administratioa system according to the present invention allows a tiered levd of 
service for analog or digital services having parameters including at least a specified peak 
bandwidth or bit rate and, optionally, a specified bit error rate and a route delay or jitter on a 
channel that is shared by at least two subscribers, at least between the subscriber and the sendee 
provider. A . network control computer is coupled with a link access controller and a plurality of 
detectors for detecting and measuring the parameters, for example, for delivering a variety of 
services via a network access device coupled with equipment at the subscriber's premises such as 
a cable modem. A link access controller detects and reports data representing level of service 
parameters. The link access controller collects and reports statistics for level of service 
verification such as delay, jitter, time of day, connect time, data error rate, bandwidth or bit rate, 
data throughput, lost or discarded data, absolute delay, access time and the like for upstream data 
channeb provided in response to source networic access device requests. The link access 
controller polices and assures a subscribed-to level of service is met In particular, the link access 
controller monitors the amount of data flowing from the network access device upstream and the 
connect time of each connected network access device. The link access controller also regulates 
the flow of upstream traffic by monitoring for excess bursts of data on the shared channels to the 
subscribers tiiat it cannot handle and so must discard it It grants the networic access device the 
right to transmit a certain amount of data at a selected data rate at a particular point in time so 
that all network access devices coupled to it have an opportunity to obtain service and thus 
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monitors the quality of service provided the subscriber. 

The network control computer is also coupled with an administration computer for 
maintaining and updating level of service data for particular subscribers. The network control 
computer records level of service statistical data collected from the link access controller and 
forwards collected data to the administration controller. 

A method of providing a level of service including at least a specified peak bandwidth or 
bit rate and insured by monitoring bit error rate and route delay or jitter Over a shared channel 
comprises the steps of collecting subscribed to level of service data from an administration 
controller, collecting level of service parametric data from a plurality of detectors including 
service access devices (such as cable modems), associating the level of service parametric data 
from the detectors with the.siibscribed to level of service and poUdng the level of service by 
adjusting networic parameters. A tier or level of service is determined by a maximum bandwidth 
or bit rate and insured by monitoring statistics of actual data throughput and session duration. 
When service is requested, the method involves the steps of receiving a service request for a peak 
bit rate or bandwidth and further including the subscriber's unique identity (network access 
device), retrieving the subscribed to level of service, comparing the requested bit rate with the 
subscribed to level of service and, if the requested peak bit rate is less than or equal to the bit rate 
representing the subscribed to level of service, initiating a routing of the communicatioa 

These and other features of the present invention will be understood from studying the 
drawings and detailed description which follows. 
RRTCF PESfTRTPTTON O F THE DRAWINGS 

FIG. 1 is an overall diagram of a networic topology according to the present invention for 
providing traditional telecommunications and cable television services as well as new digital data 
products and ser\dces. 

no. lA provides a block diagram of a master head end of HG. 1 for use in a cable data 

network according to the present invention. 

¥1G. 2 provides a block diagram of a distribution hub for use in a cable data network 

according to the present invention. 

no. 2A provides a block diagram of a link access control circuit 204 for use in the 
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distribution hub of FIG. 2. 

FIG. 3 provides a block diagram of a user modem for use in a cable data network 
according to the present invention. 

FIG. 4 provides a block diagram of a user modem initialization sequence within a cable 
data netwoiic according to the present inventioa 

FIG. 5 provides a diagram illustrating a user modem initialization sequence within the 
cable data network of FIG. 4. 

FIG. 6 provides a block diagram of a connection setup procedure in the cable data 
network according to the present invention. 

FIG. 7 provides a diagram illustrating the connection setup sequence within the cable data 
network of FIG. 6. 

FIG. 8 provides a diagram illustrating a protocol stack at a source modem in a cable data 
netwoiic according to the present invention. 

FIG. 9 provides a diagram of a protocol stack at a destination modem in a cable data 
network according to the present invention. 

FIG. 10 provides a diagram of a protocol stack involving IP routing. 

FIG. 1 1 provides a diagram of tixe data flow of IP trafiBc based on an RFC1577 model. 

FIG. 12 provides a diagram illustrating a disconnect sequence in the cable data network 
according to the present invention. 

DESCRIPTION 

Referring to Figure 1, there is shown an overall diagram of a network topology in 
accordance witii the present invention. In such a topology, it is expected that there will be 
interplay among the many network elements that perform the fimction of authorizing a tiered level 
of service as defined above for a subscriber. The maximum level of service for a particular 
subscriber may be limited, but the number and flexibiUty of providing a virtually unlimited number 
of tiers defined more by quality of service, tiian by subscriber preferences for, for example, digital 
data services such as digital CD-ROM applications, is a key feature of die present invention. Yet, 
parametric data related to the subscribed-to level of service may be maintained within the network 
and policed to ensure level of service criteria is met 
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Some subscribers may require intermittent usage, for example, according to their time of 
day in their homes. Others may require fiill time access to Internet services and simultaneous 
opportunity to receive and make basic telephone calls or conduct video conferences. Other 
customers are demanding rapid access to information either for downloading a digital data 
program or for reviewing data collected in a sharable database. These customers will be expected 
to pay for the infrastructure of trunks, lines and bandwidth necessary to support their respective 
needs. Once access to a network is gnuxted (described herein as a data gram), it may 
to intentionaUy limit the peak information transfer rate of one subscriber vis a vis another 
subscriber sharing the same high bandwidth channel fixsm the subscriber location according to the 
present invention. In other words, a controller regulates the sharing of the large bandwidth 
chaimel accessed multiple subscribers at the same time to intentionally limit the peak information 
transfer rate or bandwidth to or from each subscriber. In addition since each connected subscriber 
may have difibent needs, other parametric data is collected for the subscriber sessions depending 
on the type of digital data service desired at a particular time (ABR, CBR, UBR, VBR, etc.). 

Usage based billing pioneered by telecommunications companies is a new concept for 
cable companies. On the other hand, program based billing for services is a new concept for 
telecommimications service providers. What is new to both is the concept of providing both types 
of services over large bandwidth charmels that are shared by subscribers for each of downstream 
and upstream directions respectively from or to a headend or central office 0^ the past, the initial 
point of coimection of the subscriber with a service provider). 

A master headend 10, (further described in Figure 1 A) which may be located at a 
tdephone central office, includes a switch and a gateway for acces^g multiple networks and 
services and for connecting subsCTibers together in various ahemative ways, for example, audio 
telephone call, video conference, interactive game, Internet access and the like. The master 
headend, shown in detail as exploded from a box representing master headend 10, will be fiirther 
described with reference to Figure lA. The master headend 10 is coupled with first, second, third 
or more distribution hubs, 20, 30, 40 . . and so on. A distribution hub, shown exploded from 
distribution hub 20, according to the present invention, is further described with reference to 
Figure 2. The distribution hub 20 is the primary coupling point between a typically geographicaUy 
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dispersed group of subscribers and the master headend 10 of the present invention. The 
distribution hub may be coupled with the master headend 10 by fiber optic cable or high speed 
metropolitan area network (MAN) fiicilities 25, 35, 45. Such high capacity, shared bandwidth 
fiidlhies provide a plurality of channels that can be shared among the subscribers coupled to the 
distribution hubs 20, 30, 40 . . . 

Connecting a typical distribution hub 40 with the subscribers is a fiber optic, coaxial cable, 
or a hybrid fiber optic/coaxial (HFC) cable system 55 (for example, providing opportunities to a 
subscriber to access data channels of greater than 256 Idsits/sec capacity). For example, one or 
more portions of the available racUo firequency (RF) spectmm can be dedicated to each of 
upstream or downstream traffic but, within these shared portions, the allocation of bandwidth or 
bit rate is shared and controlled,, according to the pceseot invention, according to service levels or 
tiers authorized to uniquely identified network access devices in subscribes premises. The 
network access device in the subscriber's premises connects to various subscriber provided 
apparatus. At a typical subscriber's premises or residence 50, there may be any nimiber of types 
and quality of home apparatus that may be used to receive, store, play or otherwise take 
advantage of analog and digital data services and products offered via the network of Figure 1. 
These may include, but are not limited to, audio music, software programs, game individual or 
interactive), home shopping, energy management, video or audio conferencing, television 
programnMng, energy management, Internet or similar service access, alarm services, movies on 
demand, for recorcUng and later play, database access generally, for example, subscriber or service 
directory and the like. There may be an interfiice to or (firect access to the following types of 
equipment 65 via one or more networic access devices 60 such as cable modulator/demodulators 
(cable modems): audio equipment, television equipment, personal or home or business computers, 
telephones, audio or video recorders, cable television terminals, game players, energy equipment, 
thennostats, burglar or fire alarm equipment, computer printers, fecsimile machines, telephones, 
pagers, cellular phones, personal communicators and the like. 

Generally, it may be summarized that administration and network control fimctions 
according to the present invention are located at the master headend 10. Broadband product and 
service deUvery equipment is located at the distribution hub 20, 30, 40 . . . Rnally, customer 
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requesting service equipment including networic access device 60 is preferably located at or near 
the subscriber's residence or premises 50. The cable data network architecture and flexible service 
tier billing apparatus according to the present invention will now be described with reference to 
the accompanying figures. The described networic is embodied as an ATM networic by way of 
example only and the present invention should not be construed to be limited to an AYM system. 
MASTER HEAD-END (MHE) 

The MHE contains the core control systems for the network. In the networic architecture 
according to the present invention, the MHE may be located in a separate geographical location 
from multiple distribution hubs, or the MHE and dstiibution hubs may co-reside. 

With reference to Figure lA, the MHE may include an ATM switch 101, a gateway 102, a 
router. 103, a networic controller computer 104, an acUninistratioii computer 105, a network 
dement manager 106, application servers 107, and an optional encryption/decryption device 108. 

Existing metropolitan or otbec asynchronous transfer mode (ATM) swtches shown by 
way of example as ATM switch 101 moves digital data, for example, the ATM data packets (e.g., 
48 bytes of data plus a 5 byte header) around the system based upon their address information. 
The ATM switch 101 sends a received ATM packet along the proper route. The switch 101 may 
also support switched virtual circuits (SVC) and quality of service (QOS) for each connection. 
To amplify the design, the svwtch 101 iacorporates information about the downstream and 
upstream links in its route selection process and topography database (not shown) as is known in 
the art. 

The gateway 102 maps ATM cells firom the networic over to a public switched 
telecommunications network into common protocols such as X.25, frame relay, TCP/IP or ISDN 
protocols. Services provided via gateway 102 include, but are not limited to, X.25 protocol 
services via link or links 121, integrated switched digital networic (ISDN) services typically 
offered via tdecommunicalions service providers via ISDN links or trunks 122. Internet services 
via Internet links 123 and related services such as Prodigy (shown) via links 124. Other links to 
other services are also contemplated but not shown. 

The router 103 operates at a higher protocol level than the ATM switch 101. The switch 
101 knows nothing about the contents of a message and looks only at the header to determine the 
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address of the ATM cell. A router 103 needs to reassemble the ATM cells into IP packets and 
evaluate the contents of each IP packet. This additional functionality requires additional 
processing. During the set-up process at the gateway 102, if the destination cannot be reached by 
the switch 101, then the router 103 may be used to determine the destination of an IP packet and 
the destination may be reached by the router 103. 

Optional encryption/decryptioa device 108 enables bulk encryption of data transmitted to 
the distribution hubs and bulk decryption of data received from the cUstribution hubs (to be further 
discussed in reference to Figure 2). 

The administrative computer 105 of the present invention is a system used by operators of 
the networic to control various fimctions such as billing for s^ces provided, authorizing units, 
and service! calls. The adnunistradve computer extracts information from the system and responds 
to requests from other parts of the netwoiic Each operator may use a customized system which 
is designed to be compatible with the networic 

The administrative computer 105 performs such functions as authorization, billing, service 
level and connection statistics fianctions. It stores and maintains service level data for each 
subscriber and provides billing and usage data on command. It also permits authorization and 
deauthorization of subscribed to levels of service and may remotely communicate with other 
administration computers of other master headends as necessary. The authorization function may 
be implemented by provi<Bng each customer networic access device, such as a cable modem, with 
a unique number, such that the network administrator will provide services selected by the 
corresponding user to the unique customer modem number. 

The service level fimction served by the computer 105 limits each user to the service level 
selected and paid for by the user. For example, the networic is capzble of providing different 
services to each user at diflferent data rates and in accordance with different protocob involving 
different parametric requirements. If the service provider wishes to charge based on the level of 
networic performance such as bandwidth, types of data handled, or the amount of connectivity, 
the administrator provides this information along with the unit identifier to an authorization 
database within the administrative computer 105. Billing services may be implemented by 
obtaining information about which services are activated by the customer during the connection 
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set-up process. Connection statistics services may be obtained from the link access control unit of 
each distribution hub (see Figure 2, described below) which may maintain statistics about every 
connection traveling in the upstream direction. These statistics may include the amount of data 
transmitted, the length of the connection, the bandwidth of the connection, and/or the amount of 
data rejected and other parametric data. The link access controller as will be further described 
herein also corrects data that require correction via the forward error corrector. The parametric 
statistics may be presented to the administration computer I OS at the termination of each 
connection. 

The networic element manager 106 perfonns &ult detection, system alarms, error 
reporting and alert fimctions for the administration computer lOS and network control computer 
104. The network element manager does not detect errors itself but rathw monitors various 
error detection circuits within each link of the network to document the occurrence of 
transmission errors. An external dial-in port is provided to enable direct access to the information 
stored in the network element manager 106 such that access to this information may be obtained 
without relying on the cable data networic itself if necessary. 

The services and information desired by users of the network architecture according to the 
present invention may partially reside in appUcation servers 107. These servers provide such 
services as navigators, banking, shopping and any other desired local information and services, 
^plication servers 107 are shown as a single functional box but may represent different elements 
for different fonctions. A server is a connectible computer accessed for providing, for example, a 
special fiinction or service or combination of related fimctions. An application server may, for 
example, provide Internet navigator software access, provide banking application access or home 
shopping application access with its attendant security and currency transfer ramifications. 

The Networic Control Computer (NCC) 104 assists in performing home device(s) (such as 
a cable modem) boot processes and performs route computation for routing communications to 
and through the gateway or between subscribers and provide directory services (subscriber and 
services database). In accordance with the present invention, the NCC 104 obtains service level 
information for subscribed-to services from an administration computer 105 and via the 
distribution hubs accesses link access controllers for assuring a subscribed to level of service is 
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met. 

The Network Control Computer (NCC) 104 performs three other functions: directory 
services, connection establishment and modem initialization.. If there is a need to scale the 
performance of the NCC, the NCC may be divided into a plurality of computers, for example, 
three computers, each of which perform one of the three primary fimctions. In the alternative, 
numerous NCCs may operate in parallel. 

The size of the NCC computer 104 is based on the required performance. For ©cample, in 
one embodiment of the network architecture according to the present invention, the NCC 104 is 
capable of handling seven connection setups p^ second and seven directory service requests per 
second simultaneously over a sustained period of time. The NCC 104 may be attached to the 
AIM switch 101 via an ATM link using a network*to*(ietwork intei&ce (NNI) over a penzuinent 
virtual connection (P VC) link. 

A network access device initialization or boot process is briefly described for a cable 
modem. When a cable modem is connected to the network, it searches the downstream radio 
frequency (RF) channels of the network to determine which RF channel(s) contains information 
for the data network (in contrast to RF channels used for television, telephone, meter reading, and 
other services). Once the modem has identified its own upstream transmission channel, it then 
determines where on the upstream RF channel(s) to transmit and obtains information about the 
networic from the MHE or its associated (fistribution hub. 

In the cable data network according to the present invention, there are multiple receive 
and transmit channels through which data is transmitted to and from the home modem. And these 
may be shared with other subscribers, so a particular network access device needs to reserve 
space on an upstream channel. Therefore, the optimal data path through the network must be 
calculated based upon the bandwidth resource of the cable portion of the network. To perform 
this fimction, the NCC 104 receives information on the type and amount of bandwidth needed for 
a connectioa If the authorized level of service for the requesting subscriber modem is not 
exceeded when the demanded bandwidth is compared with the authorized bandwidth, the NCC 
104 then identifies a path through the cable by selecting the proper modulator and demodulators, 
ensures that the connection is allowed, and commimicates with the respective ATM switch(es) 
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101 to complete the network route. 

The directory service fimction of the NCC 104 involves mapping between various address 
types that may be used by various users on the network. Each of the protocols used in the 
network has its own name and address structure. A name may move to different addresses. Just 
as in telephone directory services, inquiries must be made to a specific address. The person or 
name may not be at that address, so the caller may need to try another address. The network 
environment includes a mixture of protocols, some of which have names and some of which have 
addresses. Several common name/address servers that may be mcluded in the network are E. 164 
addressing (up to 20 byte fields similar to the standard telephone number); X.S0O Name server 
(ANSI standard for distributed name server); 48 Bit IEEE address (6 byte address commonly 
found on LANs); 64 Bit.TF.FE address (extended address); IP addressing (device would become 
an IP domain name server). 

The connection from the MHE 10 to the various hubs is via, for example, a firactional T3, 
a clear channel T3, or an OC-3. To the switch 101, this link appears to be another trunk because 
there are number of destination addresses located at each side. For simplicity, each monitor at the 
hub has a separate link back to the switch* As traffic characteristics change, a smaller switch may 
be inserted at the hub to handle local switchmg of the traffic and allow aggregation of multiple 
lower speed T3s to higher speed 0C3s. 
DISTRIBUTION HUB 

Figure 2 provides a fimctional block diagram of a distribution hub for use in the cable data 
network architecture according to the present invention. The distribution hub includes a 
modulator 201, a demodulator 202, a forward error correction (FEC) drcuit 203, a Link Access 
Control (LAC) circuit 204, an encryption circuit 205, a local switch 206, a T3/OC-3 interface 
207, an optional encryption/decryption circuit 208, combiner 220, and a hub element manager 
209. Encryption circuits 205 are required for data privacy, for example, for banking, shopping 
and other services requiring secure communication. Additional downstream channels may be 
added by including an additional modulator 212, FEC circuit 21 1, and encryption circuit 210 for 
each additional channel. Additional upstream channels may added by including an additional 
demodulator 213 for each additional channel. 
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Normally, all transmissions between the MHE and the distribution hub(s) are baseband 
transmissions involving no modulation/demodulatioa The typical data rates for these 
transmissions may be, for example 45 mb per second (T3 channel), 155 mb per second (0C3 
channel), or a larger channel such as an 0C12, OC24, or OC48 channd enabling communication 
rates of several gigabytes per second. In the preferred embodiment of the present invention, the 
link(s) between the MHE and the distribution hub(s) are selected to include as few links as 
possible to accommodate the needs of the system. An inter&ce 207 is provided in the distribution 
hub to enable transmission of data to and receipt of data from the MHE. 

The optional encryption units 210 and 205 dififer from the optional encryption/decryption 
unit 208 in that enoyption/deayption unit 208 is used to bulk encrypt or decxypt data transmitted 
between the distributian hub and the MHE while enoyptioa units 205 and 210 are used to 
individually encrypt data to be transmitted to indvidual users using a different encryption key 
from each user rather than bulk aicryption. 

With respect to the downstream transmission of data in the cable data network according 
to the present invention, the primary purpose of the distribution hub is to translate a relatively 
large stream of data received from the MHE into multiple smaller (e.g., 27 mb) data streams 
which are transmitted to the user modems. Similariy, in the upstream direction, the distribution 
hub receives multiple relatively small data streams from the user modems. The hub either groups 
the streanos together into one larger stream which is provided to the MHE or sends the smaller 
data streams back downstream to the home. The routing and grouping of the information is 
performed by the local switch 206. 

Forward error correction circuits (FECs) 203 and 21 1 provide the mechanism by which 
transmission errors may be corrected upon receipt by the user modems. This correction device is 
needed to accommodate the hi^er probability of transmission errors associated with digital data 
transmission ovw a cable network. Each FEC inserts a redundancy code into the data which 
subsequently enables the receiving user modem to receive the redundancy code and reconstruct 
bad bits, thereby correcting the transmission errors. Each redundancy code inserted into the data 
stream is typically associated with a specific length of data. 

Each modulator (e.g., 212 and 201) may be, for example, a 27 MB/s quadrature 
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amplitude modification (QAM) modulator as is known in the art. Similarly, each demodulator 
(e.g., 202,213) is a quadrature phase shift keying (QPSK) demodulator that demodulates the 
tuned to upstream radio frequency signal and outputs a signal at baseband. The demodulator also 
includes error correction based on algorithms used by the cable modem. If the security algorithm 
implemented is for the last hop, the decryption algorithm is also performed in the demodulator. 

The link access control (LAC) circuit 204 gathers statistics as to how much data each user 
sharing the Polities is transmitting. The LAC circuit 204 also limits the usage of users to what 
they are paying for and denies users access when they demand too much data transmission 
capacity. The LAC 204 also monitors usage statistics and provides this information regarding the 
status of the upstream transmission link to the downstream link via its link into the modulators 
(e.g., 201). This feedback information is sent back to the local switch 207 for transmission to the 
MHE. 

The feedback link from the link access control 204 to the 64 QAM modulator 201 is 
important to the present inventioa It informs exactly which networic access devices have 
authorization to transmit and which do not. It is through the schedxiling algorithms of the link 
access controller 204 that the networic access devices achieve the level of performance for the 
level of service authorized them. The answer to the questions which network access devices are 
allowed to transmit over a shared channel is answered here. The problem is that each device may 
request multiple services and each of these may be at different peak bit rates depending on the 
different services requested. For example, one type of these multiple service types can be for 
computer data known as Available Bit Rate services (ABR) where a service provider guarantees 
some nununum and mayimum of avaEable bit rate. Another type of such services is Continuous 
Bit Rate (CBRXthe peak and average bandwidth are identical, for example, for voice 
conmiunications). Another type is Unconmiitted Bit Rate (UBRXthe system will do what it can 
to provide what it can, for example, Intemet protocol or DP). Another example of such a service 
type is Variable Bit Rate (VBR) (periodic over time, for a given instant, a different information 
rate, for example, compressed video). Note that TJBR and ABR services can fill in the bandwidth 
gaps in a shared digital data communications channel between the subscriber and the headend. 
Other types of services having different bit rate demands and qiiaUty of service requirements in 
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accordance with the present invention will probably evolve over time and the invention should not 
be deemed to be limited to the above-listed types of services alone. 

The hub element manager 209 performs network management functions supplemental to 
those performed by the network element manager 106 of the MHE. For example, the hub 
element manager 209 monitors the status of the network, for example, the QAM downstream 
modulators and upstream QPSK demodulators and periodically polls active modems to determine 
how many errors each modem is experiencing. Polling also discovers active modems that have 
demanded service. When, for example, a predetermined level of error rate is detected and normal 
paths of conununciation between the network and hub element managers is broken, the network 
element manager 106 of the MHE calls in the hub element manager 209 via the depicted dial-in 
port such that communication between the hub elraient manager 209 and the network element 
manager 106 is not dependent upon the cable data network. (Figure 4 provides a network 
overview showing the normal communication path between hub and network element managers 
and the dial-in port communication path used when the normal path is broken). 

A local area network (LAN), for example, an Ethernet LAN, is used to enable 
communications between the hub components 201, 202, 203, 204, 205 and 206 to allow the hub 
element manager 209 to detect any problems within the c^stribution hub itself 

Upstream data received at, for example, l.S Mb/sec from the user modems is transmitted 
from the demodulaton 202, 213 via the link access controller 204 to the local switch 206. The 
link between the link access controller 204 and the switch 206, for example, is a 2S Mb/s ATM 
link. The local switch then directs the data upstream or downstream as needed Downstream 
trafiSc flows via elements 205, 203, 201 (210, 211, 212). 
Link Access CQntroller 204 

A link access control circuit 204 for use in the distribution hub of Figure 2 is shown in 
greater detail in Figure 2A, The primary tasks for the link Access Control may include: 

1) Receiving requests to use an upstream channd. 

2) Transmitting immediate feedback for the upstream channel request and 
dataslot status to the QAM modulator for downstream transmission to the 
sending modems. Ifa modem is exceeding its allotted bandwidth, the 
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request will be rejected. 

3) Receiving upstream data, for example, obtaining the ATM ceil from the 
data portion of the upstream channel, if the data is FEC protected, then it 
corrects the data using the attached FEC and performs a decryption 
function if the upstream security is enabled. 

4) Providing and scheduling data grants to network access devices depending 
on the type of connection that is initiated by the network access device. 
This metering or regulation of the upstream traffic from the network access 
device is required to both police the upstream traffic and to ensure that 
large bursts of data do not adv^^iy effect the rest of the network. 

5) Tnmsmittixig the data from the link access controUer to the loc^ 

6) Maintaining statistics about each connection. At the end of each 
connection, the information is forwarded to the Administration Computer 
for storage. 

Types of parametric statistics to be collected include, but are not limited to, 
the following:: 

• Bandwidth of connection; 

• Length of connection; 

• Total amount of data transmitted, (for example, in an ATM 
networic, a total number of cells); 

• Bit error rate; 

• Source and destination addresses; 

• Start time of connection; and 

• Amount of data rejected because they were in excess of 
requested bandwidth. 

The data grant involves a scheduling algorithm for scheduling and controlling the flow of 
data upstream operative in real time at the link access controller. In particular, tasks 2 and 4 are 
related to the type of service being provided to the user, sharing the networic with other users. 
This data grant needs to provide feedback to the modem as immediately as possible after a data 
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transmission request and comprises authorization to transmit a number of ceils at a given point in 
time at a given bit rate (and so witiiin a given level of service). 

The link access controller 204 has several primary input/outputs: an Ethernet interface 
port, a port to the local s^tcfa, an upstream data port coupled to a plurality of demodulators and 
a downstream port to a QAM modulator. A local Ethernet inter&ce 250 provides the ability to 
load information into the LAC circuit 204 from the hub element manager 209 to determine which 
users are authorized and the level of performance authorized for each user as well as the health of 
connections (dedicated port, local Ethernet port 250, ATM port 25 1, QAM modulator port 260). 

Each upstream channel coming from the demodulators (e.g., 202, 213) is processed by a 
corresponding serial chain of circuits 253, 254, 255 or 256,257,258. The upstream digital data is 
first received from a demodulator at a corresponding RS-422 receiver 253, 256. The data is 
reassembled by framing and control circuits 254,257 to establish proper firaming and reassemble 
ATM cells. FEC and decryption circuits 255 and 258 correct insufSdent data transfer as much as 
possible and decrypt received information using each individual user's decryption key. 

The LAC circuit 204 may be coupled by a dedicated link to each upstream demodulator. 
The LAC circuit 204 may handle multiple units, for example, 8 demodulator units for each 
upstream channel The requisite feedback information to tell the modems the status of their 
upstream transmission may be sent via port 260 to a dovmstream quadrature amplitude 
modulation (QAM) circuit where it is multiplexed into the downstream traffic. The aggregated 
upstream data traffic may be sent via a dedicated 25 Mb/s ATM link 25 1 , back into the local 
switch for relay to the downstream modulator or the ATM switch in the Master Head-End 
depending on its specified destination. 

A bufifer random access memory 252 is provided for temporary data storage. Information 
received by the LAC circuit 204 is stored directly in the buffer memory 252 without intervention 
of a processor (e.g., 261) using a direct memory access (DMA) controller 264. 

Processor 261 is programmed with a scheduling algorithm which enables the processor 
261 to control the amount of information transmitted by each of the users. The processor 261 
then sends the message via the downstream modulator (e.g., 201. 212) to the user's network 
access device, either a signal denying or allowing data transmission from the user. For example, i 
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a user tries to exceed its authorized peak transmission bandwidth, it will be notified that the 
transmissions cannot be sent. If the networic access device continues to tzy, the information will 
not be forwarded to the local switch, therdjy locking out the user's transmissions. The processor 
261 requires a small amount of program memory 262 including processor RAM, read only 
memory ROM and timers to collect and store necessary processing information and parametric 
statistics. A power source 263 is also provided. 

MODEM DESIGN 

One embodiment of a networic access device is a cable modem for use in the cable data 
networic architecture according to the present invention is illustrated in Figure 3. 

With reference to Figure 3, the user networic access device or modem is designed to 
connect to a standard Ethernet lOBaseT inter&ce (a LAN interface) on one side to subscriber 
apparatus and to the cable network on the other. Each modem has an independent power supply 
powered by line voltage. The customer premise may have multiple devices including but not 
limited to personal computers, work stations, intelligent phones, video-conferencing systems, 
cable television terminals, and other such devices attached to the inter&ce 3 IS; ther^ore, the 
modem must perform a standard bridging function of only forwarding packets destined for 
devices not on its link. 

The modem provides separate tuner paths and modulation/demodulation techniques for 
the upstream and downstream data paths in the cable data network according to the present 
inventioa Each modem includes one or more firequency selectable tuners (e.g., 301, 302) 
operating, for example, in a 15-28 MHz upstream frequency range and a 150-750 MHz 
downstream range, a (Uplexer 320 separating the directions of transmission of the combined signal 
at connector 321. The modem also includes forward error correction in each (Erection, 
encryption/decryption, and an address recognition circuit 303. The modem also comprises an 
Ethernet connection 3 16 to the user's computer or other apparatus and Ethernet bridging and 
ATM mapping circuitry including direct memory access (DMA) control 3 1 1, a processor 3 12, and 
accompanying random access memory (RAM) 3 13 and read-only memory (ROM) 3 14 devices. 
Data transmission in the upstream direction is a multi-point (all user modems) to point (a 
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single distribution hub or the MHE); that is, all information from each user modem is transmitted 
to a single location. To accomplish this, transmissions from each user modem must be 
coordinated in some fashion. The timing and control circuits 306 of each user modem assist b 
performing this function by controlling when each modem transmits upstream to a LAC 204 
connected to it, in other words, by telling mdividual modems when to transmit and when not to 
transmit so connected modems can share the cable network. Thus, the timing and control circuits 
306 m all of the user modems on the network work together under control of their respective 
processor 3 12 and respond to grants from LAC 204 to coordinate upstream data transmission 
functions. This fimction as a whole is called Media Access Control or MAC. 

Another fimction of the timing and control circuit 306 is bit synchronization and the like. 
The timing and control circuit 306 is applied to obtain bit synchronization and provides framing of 
actual data recdved by modem. By framing received data, the timing and control circuit 
participates in i^erentiating control information &om actual data. Tmiing and MAC operate at 
two different layers in the OSI model, the physical layer for timing and MAC at a control layer. 
Additional details regarding one MAC format, known as extended DQRAP or XDQRAP are 
provided in U.S. Patent No. 5,390,181, issued on February 14, 1995 and '^Extended DQRAP 
(XDQRAP): A Cable TV Protocol Functioning as a Distributed Switch," by G. Campbell and C. 
Wu, published by the Computer Science Department of the Illinois Institute of Technology in 
. Chicago, Illinois and dated June 24, 1994, both incorporated herein by reference. 

The modem processor 3 12 asdsts in providing padng/spadng of transmissions and thus 
quality of s^ce for each connection and also participates in media access control. Modulator 
304 may perform, for example, at 1.5 Mb/s QPSK modulation in a 1 MHz bandwidth. 
Demodulator 305 may perform, for example, 64 or 256 QAM demodulation in a 6 MHz 
downstream chaxmel. The processor records any parametric statistics in random access memory 
313. 

The downstream path includes a tuner 301, a demodulator 305, an FEC circuit 309, a 
decryption circuit 3 10 and an address recognition drcuit 303. The FEC circuit 309 tries to 
correct received data according to well-known algorithms. The address recognition circuit 303 
screens data to determine which data is destined for this modem or for another modem in the 
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network to ensure that only data with addresses correspondng to this modem are received. 

The upstream path includes an encryption circuit 308, a FEC circuit 307, a modulator 304 
and a tuner 302. The forward error correction circuit applies forward error correction according 
to the modem algorithm for doing so. 

As represented by flmctional block 3 11, the user modon has (tirect memory access which 
enables the received data via the downstream channel to be stored drectly in the RAM 3 13 
without the intervention of the processor 3 12. Processor 3 12 then determines the destination of 
the received information in the Ethernet LAN and whether to alter the format of the information 
based upon its destination. Thus processor 3 12 may perform several alternative fiinctions on 
received data. For example, processor 3 12 determines whether the received information is to be 
sent out to a personal computw (PC) or other device via the LAN (e.g., an Ethernet lOBaseT 
LAN 3 16) via interfece 315 (e.g., a standard RJ-45 or RJ-1 1 Ethernet intetfece chip which 
convwts Ethernet protocols into bytes which can be stored in the RAM 3 13). Received cdls may 
be reassembled into IP packets or control data identified and processed locally. Processor 3 12 
may also determine whether the recdved cells require reassembly from a variable length Ethernet 
packet format to an ATM packet (48 bytes). If packet assembly is required for upstream 
transmission onto tiie cable network via diplexer 320 and cable connector 321, the processor 3 12 
takes the data packets and segments them into ATM ceDs and adds control data including the 
correct header. 

Since each box containing the user's modem appears to the user's PC as a transparent 
bridge, some customers may wish to have software to monitor the health and status of the bridge. 
Where possible, status information such as transmit error bit rate, receive error bit rate, packets 
sent and throughput may be provided over the 802.3 inter&ce 815. 
DATA FLOW WITHIN THE NETWORK ARCHTTECTURE 
Mndem Tniti*li-T«riftn Pmeedures 

Figures 4 and 5 illustrate a modem initialization process for each user modem in tiie 
network architecture acconfing to the present invcntioa When a user modem is turned on, it 
needs to understand the working environment so that it can participate non-disruptively witii the 
existing users. The modem will power-up in a Usten-only mode until it can find a downstream 
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channel that conveys the information on how to begin upstream transmission. A detailed 
explanation of these procedures is provided in parent U.S. Application Serial No. 08/627,062 filed 
April 3, 1996 and is incorporated herein by reference in order to promote brevity of disclosure of 
the present inventioa 

Connection Sgt-Up Procedures 

A connection setup procedure in the cable data networic according to the present invention 
may be based, for example, on the ITU Q.293 1 standard. Figures 6 and 7 illustrate one possible 
connection initializadon sequence. For purposes of this example, it is assumed that the source and 
destination personal computers (PC's) are located on separate distribution hubs within the same 
system. The source has already determined the destination address before starting the comiection. 

Figure 6 provides the physical layout of the network, including a source PC 601, a first 
residential modem 602, a first distribution hub 603, an MHE 600, a second distribution hub 610, a 
second residential modem 61 1, and a destination PC 612. 

Figure 7 illustrates the messages that are sent between the different blocks to initialize a 
comiection between the source PC 601 and the destination PC 612. Connection setup is achieved 
through the following steps: 

1. Source PC 601 may use Q.293 1 set-up procedures to setup an ATM connecttoa 
The ATM switch receives the signaling message and passes it to the NCC. 

2. The NCC confirms calling party's authorization, level of services, etc., from the 
administration computer. Communications between the KCC and the 
administration computer are required. The NCC also allocates the bandwidth 
required to provide the connection for the source cable modem. If the bandwidth 
on either the reverse channel or the forward channel is not available, a new 
fi-equency assignment is required. Such firequency agility may or may not cause a 
station to move to a diflferent port with respect to the ATM switch. 

3 . The setup message is then sent back to the ATM network comiection control 
management entity to set-up a connection between the source and the destination 
modem. 
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4. The ATM switch proceeds with the connection set-up process. 

5. The ATM switch forwards the connection set-up request to the destination 
modem. 

6. The ATM switch receives the connection-accept message from the destination 
modem. 

7. Once the ATM switch receives connection-accept message from the caUed party, it 
passes the information to NCC. 

8. The NCC allocates the up/down channel capacity for the called party' s bandwidth 
and confirms the called party's authorization from the administration computer. 

9. The NCC informs the ATM switch that the connection has been accepted. 

10. The NCC confirms that connection set-up to the source modem. 

1 1 . The NCC informs the source link access control to allocate bandwidth. 

12. The NCC confirms the connection to the destination modem. 

13 . The NCC informs the destination link access controller to allocate bandwidth. 
Data Interchange Within the Network 

Some examples of data interchange within the network architecture are described with 
reference to Figures 8-1 1 in parent U.S. Application Serial No.08/627,062, filed April 3, 1996, 
and the detailed description is omitted here to promote brevity of the present application. Figure 
8 provides a diagram of a protocol stack at the source modem. Figure 9 provides a diagram of a 
protocol stack at a destination modem. Figure 10 provides a diagram of a protocol stack 
involving IP routing. Figures 8, 9 and 10 are based on the OSI scvea-layer model for 
communications protocols and illustrate three of the seven layers. Figure 1 1 provides a diagram 
of the data flow of IP trafiBc based on an RFC1577 model. 

With rrference to Figure 12, in the cable data network architecture according to the 
present invention, a network connection must evwitually be disconnected so that networic 
resources can be reclaimed. In a LAN environment, there is no explicit disconnect sequence that 
can be used to in<ficate that additional communications to that destination will no longer be 
required. For this reason the modem makes intelligent choices as to when to terminate a session. 

Two events are likely to trigger the need to disconnect an existing connection. After some 
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period of time a connection can be aged out based on a loadable timer. Since a new connection 
can be established later if needed again, littie is to be lost by dropping a non-performing 
connectioa Another reason to disconnect a connection is that a new connection to a different 
destination was attempted but the connection request was denied because there was insuf&cient 
bandwidth available to support the new connection. In this event, the modem oiay wish to select 
the connection that has had the least amoimt of activity and drop that connection and then attempt 
to restart the Med connection. 

The modem will attempt to terminate a connection when either an elapsed time has passed 
without activity or there was a request for additional bandwidth that could not be granted. The 
modem sends a Disconnect Request (via Q.293 1) message to the NCC. 

The NCC then retrieves statistics assodated with this session from Link Access Control 
and passes the statistics to Administration Computer. The NCC also tells the source and 
destination Link Access Control to disconnect the session and teDs the ATM switch to Disconnect 
(via Q.293 1) the session. The ATM switch tells the Destination Modem to dsconnect tiie session 
and tells the local ATM switches to disconnect the session. The local ATM switches confirm that 
tiiey have disconnected the sesaon. Finally, the ATM switch confirms to the NCC that the 
connection has been disconnected, and the NCC confirms modems request to Disconnect. 

Messaging between the NCC and tiie ATM Switch is perforaied such tiiat tiie NCC 
receives Q.293 1 messages usually destined to ATM connection control manger, the NCC informs 
the ATM switch to setup a connection with a calling party address other than the NCC, and the 
ATM switch signals the completion of the call-setup procedure. 

In order to perform these fimctions, tiie NCC is aware of die internal ATM switch 
architecture and protocol which is vendor dependent 

For messaging between die NCC and the Administration Computer, a communication 
channel is required if die NCC fimctions and administration fimctions are carried out by different 
computers. Messaging may be accomplished by connecting die appUcations on die NCC and die 
Administration computers by an ATMPVC or SVC. The appUcations on die NCC and die 
Administration computer may also communicate dirough die TCP/IP widi or widiout ATM 
connections as the underiyuig transport mechanism. 
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This communication channel enables the NCC to utilize the database maintained by the 
administration computer for service authorization. Additionally, this channel enables the 
Administration computer to inform the NCC the results of the authorization screening. Also, the 
channel enables the NCC to provide the administration computer the user usage statistics for 
billing purposes. 

MftHia Arcess Control 

In the cable data network according to the present invention, users transmit information in 
the upstream channel toward the headend and receive information from the downstream channel 
A number of different mechanisms are available to control access to the upstream link by multiple 
users simultaneously while preventing collisions within the network. Several methods are under 
consideration by various groups and standards organizations inchiding the IEEE (802. 14), 
DAVIC and CableLabs. The parametric statistic gathering techniques and flexible tiered billing of 
the present invention may be appUed equally in any such method of media access control 

SUMMARY 

In operation and to summarize the discussion of Figures 1-12, when a subscriber registers 
with an operator of a network according to Figure 1, a unit number, such as a unique serial 
jmmber, of a networic access device, such as a cable modem, is entered into a database residing in 
the administration computer 105. At that time and at subsequent service reauthorizations to 
diflferent levels of service, the subscriber chooses a different maximum boundary for desired 
servicesrepresented,forexample,inparametersofmaximumorpcakbitrateorbaadwidth. The 

quality of service at a particular subscribed-to level of service can be measured by actual data 
throughput during a session. The main points of control for a level of service are peak bandwidth 
and delay (for example, end-to-end delay) or jitter which influence data throughput The system 
tries to find a route that will be provided service within the maximum delay and, if it camiot, will 
deny service on that route and try to find another route. 

fitter is defined as the variation in arrival times between data packets. Associated 
therewith wiU be a maximum delay respectively. Other assocUted parameters may include. 
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response time, access time, comiect time, delivery time, delay to service receipt or delay between 
audio commimications in an asynchronous duplex connection and the like. The commitment by 
the service provider represents a minimum guarantee to the subscriber that the network will 
provide that subscribed-to level of service and, upon request, the service provider will be able to 
prove that the subscribed-to level of service was indeed provided. From a service provider's 
perspective, then, the conmutment to a level of service represents a maximum level of service to 
the subscriber. The subscriber may use less bandwidth or a lower data rate at any time but should 
recdve at worst the level of service paid for in regard to all parameters of that level of service. 
On the other hand, if a level of service is provided above a subscribed to level of service, that is a 
subscriber is in fact able to receive more bandwidth or higher bit rate than the maximum 
subscribed to, the system op«ator loses the opportunity to charge more for the expanded level of 
service. 

For example, a subscriber requests a level of s^ce of 256 kilobits p^ second bit rate 
maytmtim be provided at their cable modem. If the subscribe tries to run an application 
demanding that level of service from the network and the network Ms in deiiv^g that level of 
service, the subscriber can and should dispute the money they pay to the operator for the service. 
The operator should be able to show that that level of service was in fact provided when that 
application demanded its use. Also, when a 64 kilobit per second application is requested and the 
level of service is at 256 kilobits per second, the cable modem should run smoothly, because the 
bit rate requested is less than the subscribed-to level of service. 

The reverse of this example is a standard Ethernet network where a user can seize a link 
and use all available bandwidth. If the operator does not takes steps to prevent the subscriber 
from, in &ct, seiang the entire available band^dth of the shared channd with other subscribers 
(assumed to be a greater than a 256 kilobit/sec channel), the operator will suffer a loss because 
the bandwidth cannot be sold to or used by the other subscribers that can share that channel. 
These subscribers, denied access by the Ethernet application subscriber, would complain to the 
system operator about the lack of bandwidth and availability of channel to thdr networic access 
device, such as a cable modem. 

At some point, the subscriber installs their network access device and decides to utilize the 
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fiill range of products and services offered in accordance with the present invention. The 
subscriber then contacts the service provider and subscribes to a maximum level of service. Once 
authorized, the subscriber can then utilize their network access device to obtain service. The 
network access device signals a desire to establish a connection with another unit or with a service 
provider coupled to the master headend of Figure 1 A and also sends at least its unique identity. 
The network control computer 104 (Figure lA) receives the request and sends an inquiry to the 
administration computer 105 to determine the approved level of service for this network access 
device identified uniquely to it, for example, by serial number during the initial signaling by the 
network access device. The bit rate request or level of service requested is matched with the 
fD^yipTum service level subscribed-to to see if the latter is greater than or equal to the level of 
service requested If the answer is yes, then, an appropriate route through the network is 
computed at the network control computer 104. If the answer is no, there may be some 
negotiation between the networic access device and the network control computer 104 in the 
event some compromise may be reached at or below the maximum bit rate or bandwidth level of 
s«vice requested, otherwise, the request for service is denied. The subscriber may receive a 
notice that they must subscribe to a higher identified level of service before they can access a link 
at the requested bit rate. 

Once an appropriate link or set of links through the network is computed that can 
guarantee the subscribed-to service level or level requested whichever is the lesser, an 
acknowledgment is forwarded by the network control computer 104 to the subscriber's networic 
access device that service may commence. In adcUtion, a message is transmitted to link access 
control 204 (Figure 2) to, for example, record time of day, and initiate a monitoring of service 
provided to the service originating subscriber. Also, through the depicted feedback link, link 
access control assures that other subscribers are not able to use the bandwidth temporarily 
reserved for the demanding subscriber. 

In the event that the network access device is denied connection to certain services, a 
message is returned to the network access device indicating a reject Since a path tiirough the 
network has not been reserved, the networic access device will be unable to send or receive 
information. An example of such a service might be connection to the Internet, adult 
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entertainment, access to network CD-ROM's or other unique services. 

The link access control 204 (Figure 2) moniton the flow of information from the network 
access device. The link access control 204 collects statistics associated with upstream 
communication. Bandwidth, bit error rates in tiie downstream direction, data transmitted and 
received, data discarded, connect time, time of day, delay, jitter, requesting subscriber address, 
destination address, and upstream duration are collected at link access control 204. Instead of 
directly monitoring traffic to a particular subscriber's network access device, the link access 
control 204 is shared by other network access devices of the distribution hub and data is generally 
collected and stored for all coupled network access devices. When two network access devices 
are connected via different distribution hubs, the link access control 204 can be assumed to 
monitor the upstream, source or service originating communications channel as each device will 
be a source or originator of its own upstream data.. 

X140, Q.93 1 for frame relay, RSVP for TCP/IP, Q.2931 for ATM, all as described above, 
are examples of protocols for establishing connections to a network access device. Each networic 
access device may have, for example, an ongoing video conference at the same time as an Internet 
connection ongoing. The network control computer 104 needs this information to authorize or 
deny the establishment of a connectioa In summary, policing of the shared upstream channels of 
the network resides in link access control and overall network control in the network computer. 

The link access controller 204 polices the network communications as follows. If the 
networic access device attempts to send mformation at a rate exceeding its allowed level, link 
access control 204 temporarily denies and ddays forwarding the information until the level of 
s^ce is checked as described above. If the amount of information to be transmitted over time 
continues to exceed the ability of the link access controller 204 to delay the transfer, the 
information from the networic access device Avill be discarded and not forwarded. 

When the connection is terminated, networic control computer 104 requests the link access 
controller 204 to forward statistical data related to the parameters collected about a 
coxnmunication connection for the source and destination networic access devices or gateway 
services. The networic control computer 104 forwards tiiese statistics to tiie administration 
computer 105 which stores the information for future reference (for billing or subscriber sexvice 
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verification or other purposes). 

For example, on a periodic basis, the administration computer 105 may generate 
subscriber bills that utilize the connection information to charge for the amount of network 
resources actually used during the preceding billing period. In the event of a dispute of the 
charges, the administration computer 105 is able to retrieve and provide the statistics associated 
with any connections established during the billing period. 

The above described embodiments should be deemed to be described by way of example 
only. Other embodiments may come to mind of one skilled in the art such as other modulation 
schemes, protocols, bit rates, services and the like than those described. These and other features 
of the present invention should only be deemed to be limited by the scope of the claims that 
follow. Any United States patent applications or patents referenced herein should be deemed 
incorporated by reference as to their entire contents, for example, to explain the operation of 
known components of the present invention. 
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